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Abstract

With the advancement of modern technology, cyber-attacks are continuously rising. Malicious
behavior in the network is discovered using security devices like intrusion detection systems (IDS),
firewalls, and antimalware systems. To defend organizations, procedures for detecting threats more
correctly and precisely must be defined. The proposed study investigates the significance of cyber-
threat intelligence (CTI) feeds in accurate IDS detection. The NSL-KDD and CSE-CICIDS-2018
datasets were analyzed in this study.This research makes use of normalization, transformation, and
feature selection algorithms. Machine learning (ML) techniques were employed to determine if the
traffic was normal or an attack. With the proposed study the ability to identify network attacks has
improved using machine learning algorithms. The proposed model provides 98% accuracy, 97%
precision, and 96% recall respectively.

Keywords: Cyber-threat intelligence (CTI), Denial of service (DoS), Intrusion Detection System
(IDS), Intrusion Prevention System (IPS), Indicators of compromise (IoC), Network Intrusion
Detection System (NIDS), Artificial Neural Network (ANN).

1. Introduction

Cyber-security is increasingly an essential component of today's modern world. As networks and
systems are increasing very rapidly, protecting data from attacks is an important aspect of today’s
research. In recent times, protection from various cyber-attacks has become a challenging issue [1-
7]. The current system, which comprises firewalls, data encryption techniques, and user
authentication procedures, is insufficient to address the threats posed by modern sophisticated
attackers. However, these security devices are unable to protect networks against cyber-attacks [8-
10]. Artificial intelligence is playing an increasingly important role in this field, and it is now
widely used in all industries [11-14].

Firewalls and Intrusion Detection/Prevention Systems (IDS/IPS) are examples of network security
devices. The common occurrence of false positive alarms as well as failure to identify zero-day
attacks, which destroy businesses are just a few of the issues that are known to plague existing IDS.
Companies lose time in the investigative process due to the flaws in IDS backend engines. Deep
packet inspection is conducted to detect malicious traffic in the network. Every packet that passes
through it is examined and the payload is compared to signature databases. The request is blocked
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if a match is discovered; otherwise, the network allows it to move on [15-18]. IDS are of two types
as shown in Figure 1. A host intrusion system (HIDS) is installed on the host to identify attacks,
while a network intrusion system (NIDS) is utilized for network-based activity. The NIDS come in
two varieties. One of them is based on signatures. The second sort of detection is behavioral or
anomaly-based. This kind is employed to identify unidentified attacks such as zero-day attacks [19-
20]. Anomaly detection is the process of recognizing patterns in data that do not have predefined
usual behavior [21].

1

{ Intrusuion Detection System (IDS)

Network Intrusuion Detection System (NIDS) Host Intrusuion Detection System (HIDS)
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Figure 1. Types of IDS

To classify data into several categories modern-day machine learning techniques are used [22].
Normally traffic is classified into two types: normal and attack traffic. But according to some
studies, there are five categories, attacks are further divided into four types: from remote to local,
from user to root, probing assault, and DoS [23-26].

1.1 Role of Machine Learning in IDS

To protect against cyber-attacks, precise defense methods such as ML-based intrusion detection
systems are required for better protection. They are being used as potential methods for detecting
network attackers [27-30]. There is a need to categorize network attacks, despite major research
efforts, IDS still struggles to improve detection accuracy [31-34]. ML/deep learning methods can
be used in three ways: individually, hybrid, and ensemble-based. The performance of the machine
learning technique was evaluated using several datasets. The most popular dataset for measuring
performance is the NSL KDD Dataset [35-38].
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1.2 Role of CTI in IDS

CTI provides multi-source databases that aid cyber defense mechanisms, allowing for
comprehensive monitoring, identification, and response to online threats [39-41]. CTI feeds reveal
how an attack occurred and who is behind it. These data feeds will be used to develop significant
defensive security methods. The CTI feeds cover all major threat vectors, including websites,
social media, bot IP addresses, malicious URLs, phishing URLs, spam, and harmful URLs. It
enables organizations to decide how to respond to impending threats [42-44].

CTI generates threat feeds using both internal and external sources. Internal feeds include data
from corporate security systems such as IDS/IPS, firewalls, and antivirus software. An external
source could be a threat feed from a public (untrustworthy) source, such as an anti-malware
domain, or a paid private source from several well-known and reputable security vendors.

Threat feeds are useful for organizations to protect against future attacks. Organizations are
incorporating these threat feeds into their devices. Due to the sophisticated nature of the attacker,
the attack’s surface is continuously changing. There is a need to create an automated IDS
mechanism that uses machine learning approaches to protect against assaults more accurately and
precisely. CTI plays a vital role in providing updated threat feeds to security devices. [45-50].

This research investigation has made the following contributions:

a. Research has concentrated on finding significant traits and obtaining useful information
from datasets. Feature selection strategies are used which help to reduce dimensionality.

b. The study work also contributes to normalizing the dataset. Some values in the dataset can
affect the findings. So, normalization is performed on datasets.

c. This investigation uses machine learning techniques for improved attack detection in IDS.
This implementation has increased the performance metrics as compared to other
techniques.

The following is the structure of the research paper. Part 2 includes a literature review, and section
3 describes the problem statement. Section 4 describes the datasets used for IDS analysis. The
proposed methodology is outlined in Section 5. Part 6 contains the results, whereas Section 7
contains the conclusion and future work.

2. Literature Review

According to this study [51], a classifier strategy for NIDS employing the tree algorithm is used.
The author proposes a combined tree classifier strategy for identifying network assaults. The author
presents an IDS framework [52]. The author used a Bayesian classifier to find abnormalities in the
network. The NSL-KDD dataset is used as a standard in this domain. According to this study [53],
ML algorithms are utilized to detect security threats. This approach makes use of a support vector
machine (SVM) to improve attack detection accuracy. The author presented a novel approach
termed outlier detection to detect network intrusion [54]. The NSL-KDD dataset was used to
validate the proposed approach.

This study [55] looked at the feasibility of combining fuzzy logic with machine learning
approaches to detect intrusions. This research study [56] proposes an attack detection mechanism
for IDS. When network flow exhibits anomalous behavior, this idea can help detect problems. The
authors [57] introduced a novel paradigm for intrusion detection systems. The suggested study
shows that using K-means clustering enhances IDS accuracy in identifying attacks. According to
this study [58], entropy can detect anomalous network behavior, although at a high false rate. This
study addresses the limitations of network entropy.
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In this paper [59], the authors employed K-means and a naive Bayes algorithm for IDS. When the
K-means algorithm is used with naive Bayes, the detection rate increases while producing fewer
false alarms. The authors conducted experiments with the Koyot 2006+ dataset. This research [60]
provides a comprehensive review of anomaly-based detection, which uses single, hybrid, and
ensemble machine learning models to assess distinct datasets. J48 and MLP classifier’s
performance was evaluated for attack detection in IDS [61]. According to the results, J48
performed the best in detecting and categorizing all assaults in the NSL-KDD dataset. This study
[62] carried out anomaly detection analysis and provided a comparative review of seven machine
learning model performances on the Kyoto 2006+ dataset.

The authors presented [63] a hybrid system that employs two detection systems: abuse for
signature or previously known forms of intrusions and anomaly for new and updated intrusions.
Using the NSLKDD dataset, this study [64-65] assessed the performance of two supervised ML
models, ANN and SVM. In this proposed study [66], a review is conducted for detecting attacks in
IDS. According to this study [67], to detect intrusion threats in a computer network, four ML
algorithms are evaluated on the KDD Cup dataset. Random forest and random tree algorithms
performed the best on test datasets. This work looks at ML/DLNN models for intrusion detection
systems [68—71]. Table 1 presents the outcomes of many previous methodologies.

Table 1. Results of Various Techniques

Author/ Year Dataset Technique Results
A. Alzahrani et al. /2021 XGBoost Precision 92%
Recall  89%
F1-Score 90%
V. Pai et al. /2021 Random Forest Accuracy 91%
NSL-KDD Precision 92%

Recall 90%
Fl-score 92%

A. Halimaa et al. /2019 Support Vector Machine Accuracy 93%
K. Abu et al/2019 ANN Accuracy 91%
M. Fawa'reh et al. 2022 DNN-PCA Accuracy 96%
CSE-CICIDS-2018

J. Kim et. al. / 2019 CNN Accuracy 95%
V. Kanimozhi et al. /2019 ANN, RF, KNN, SVM, Accuracy 96%,
Adaboost, NB Precision 90%

Recall 95%

M. Amine et al. / 2019

F1- Score 90%

DNN, RNN, CNN

Accuracy 93%

3. Problem Statement

With the intelligence and diversity of cyber threats increasing, traditional IDS are having problems
detecting and mitigating attacks. The sheer volume and complexity of network traffic make it
difficult for rule-based IDS to keep up with emerging threats. As a result, there is an urgent need to
increase IDS capabilities by employing ML techniques for more precise threat detection. Because
of the attack’s sophistication and increasing volume, it is difficult to detect them in real time. There
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is a need to improve strategies for detecting attacks more precisely to make more accurate
decisions concerning the detection of hostile activities.

4. Datasets for IDS Analysis

The KDD Cup 99 dataset was created at the fifth international conference on knowledge discovery
and data mining. It was developed at the Network Security Laboratory-KDD (NSL-KDD). It
contains forty-one features [22]. The data includes records from KDDTrain+, KDDTest21+, and
KDD Test+, totaling 125,973, 11,850, and 22,544. The Aegean Wi-Fi Intrusion Dataset (AWID)
is the most widely used and publicly available IDS dataset. AWID is detected by character data as
well as an imbalance between attack and regular data.

The Yahoo Web Scope S5 includes labeled anomalous events from both genuine and bogus time
series. It tests how well various anomaly types, such as outliers and change points can be
identified. The Numenta Anomaly Benchmark (NAB) dataset evaluates approaches for detecting
anomalies in streaming web applications. It includes more than 50 annotated real-world and
synthetic time series data files. The Kyoto 2006+ dataset is based on actual network traffic data
collected over three years and classified as normal or attack traffic.

The UNSW-NB 15 dataset was generated by the Australian Centre for Cyber Security (ACCS)
and mixes genuine current normal activities with synthetic contemporary attack behaviors. The
UNSW Canberra Cyber Range Lab generated the Bot-IoT dataset by simulating a network. The
traffic consists of both standard and botnet traffic. The ISCX IDS 2012 dataset was produced in
2012. The essential notion is built on profiles, lower-level network parts, and precise intrusion
descriptions. The CSE-CIC-IDS2018 dataset pioneered the concept of a profile. It has amassed
16,000,000 occurrences in ten days. This is the most recent public big data intrusion detection
dataset, and it includes a wide spectrum of attack strategies.

5. Proposed Methodology

The proposed methodology compares two datasets: NSL KDD and CSE-CIC-IDS2018. These are
the two most utilized datasets in IDS analysis to detect attacks.

5.1 Methodology for NSL-KDD Dataset

The suggested approach for evaluating the NSL-KDD dataset is divided into three main parts. In
the first stage, data transformation techniques are used. The second phase entails decreasing
features. The third phase uses classification techniques like support vector machines, random
forest, and decision trees to detect risks.

Figure 2 displays the methodology for the NSL-KDD dataset. Three phases make up the proposed
methodology. The data preprocessing phase is the first stage. Using data transformation
techniques like label encoder, the data set is transformed into numerical values at this phase. Data
transformation techniques are used to convert the data to a single numerical value since machine
learning algorithms perform best on single-value datasets. Feature reduction is the second stage.
During this phase, feature reduction techniques like PCA are used to minimize the feature set.
Forty-one features are reduced to fourteen in this phase. Computational power grows when more
features are used in the dataset. Hence, feature reduction techniques are utilized to save
computational resources. The third phase involves using ML methods to classify data. This step
uses a decision tree, random forest, and SVM algorithms to classify data. The training and testing
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data sets are split 80:20. Machine learning techniques classify data as assaults or normal traffic.

Phase-1 Phase-2 Phase-3
(Data Pre-processing) (Feature Reduction) (Attack Detection)
! 14 Features
Dataset Collection ‘
(NSL-KDD) Feature Reduction Techniques ‘
Traning Set Testing Set
Y r
Label Encoding Techniques A1 Feakns } # ¢
Classification Models
A '
Data converted into numerical Y
values 14 Features T
Classification Results

Figure2. Proposed Methodology (NSL-KDD Dataset)

Phase-1

This dataset contains numerical and nominal values. During this phase, all values are converted
into numerical representation. This transformation is carried out utilizing a label encoder. It is
employed because it is the most often used method. Converting values to a single value has the
advantage of delivering correct results, as machine learning algorithms work best with specific
types of values.

Phase-2

The subsequent stage is the feature reduction phase. The purpose of feature reduction is to reduce
the dataset's forty-one features, which require greater processing resources to compute their values.
The literature employs a range of feature reduction techniques, including genetic algorithms, linear
discriminant analysis (LDA), principal component analysis (PCA), information gain, and
generalized discriminant analysis. PCA is the most popular feature reduction method in the world
today. PCA is used here because it is simple to calculate and yields consistent results. Computing
systems find it simple to solve problems. Reduced dimensionality enhances the performance of
machine learning algorithms. One benefit of using PCA is that it reduces data noise.

Approaches such as the genetic algorithm are computationally complex. Data with many different
dimensions is difficult to represent; so, PCA makes visualization of data easier by reducing the
dimensions. The proposed study's feature set consists of 41 features. PCA compresses the original
forty-one feature set to fourteen main features. A threshold is established, and values more than
0.60 are classified as a feature. In this regard, fourteen feature sets have been selected. By reducing
the number of data set features, feature reduction algorithms improve system performance and
require less processing power. Table 2 shows the best 14-feature set recovered by the PCA.
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Table 2. Optimal Feature Set

Sr.# Feature Sr.# Feature

1. Protocol _type 8. Srv_count

2. Service 9. Duration

3. Src_bytes 10. Dst_host_count
4. Dst bytes 11. Wrong frament
5. Num_failed logins 12. Dst host srv_count
6. Root_shell 13. urgent

7. Count 14. Logged in

Phase-3

The following stage is to apply classification algorithms on the data extracted from phase 2 with
fourteen features. Classification techniques include SVM, RF, and DT.

Figure 3 depicts a flow diagram. The system accepts the NSL-KDD data set as input. Data
transformation techniques are used to convert data into a single numerical value. The features in
the data set are then reduced using feature reduction techniques. Following feature reduction
methods, classification algorithms are used to distinguish between legitimate and malicious traffic.

NSL-KDD Dataset

1
( Data Transformation J

|

| Feature Reduction I
L J

Figure 3. Flow Diagram

5.2 Proposed Methodology for CSE-CIC-IDS2018 Dataset

The proposed technique for analyzing the CSE-CIC-IDS2018 dataset is separated into three stages.
The first stage is normalization, which employs methods such as z-score and min-max
normalization. The second phase involves feature reduction techniques such as PCA, whereas the
third employs classification methods such as SVM, RF, and DT.

Figure 4 depicts the optimal approach for the CIC-IDS2018 dataset. The proposed methodology is
made up of three steps. The normalization phase is the first phase. This phase entails normalizing
the dataset with techniques like z-score. Normalization is a common method for getting data ready

KIET Journal of Computing & Information Sciences [KJCIS] Volume 7 1 Issue 1 \\‘



Accurate Attack Detection in Intrusion Detection System for cyber Threat Intelligence Feeds using Machine Learning Techniques

for machine learning. Normalization is the process of converting numeric column values in a
dataset to a standard scale while retaining information and preventing value range distortion. The
second step is all about reduction. The feature set is reduced at this step using feature reduction
techniques such as PCA.

This phase reduced the number of features from 81 to 53. The processing capability of a data set
grows as more features are added. Thus, feature reduction techniques are employed to save
computational resources. In the third phase, data is classified using machine learning approaches.
In this step, data is classified using decision trees, random forests, and SVM algorithms. The
training and testing data sets are split 80:20. Machine learning techniques classify the data as either
an attack or normal traffic.

Phase-1 Phase-2 Phase-3
(Normalization) (Feature Reduction) (Attack Detection)
53 Features
r Y [ I | J
Dataset Collection Feature Reduction Techniques \J A
| Training Set Testing Set
Y Y
Normalization Techniques 21 Esales | i
Y Y
Classification Models
A Y '
Normalized Data 53 Fealtures Selected ="
Classification Results
v
Normal Traffic Allack

Figure 4. Proposed Methodology (CSE-CIC-IDS2018 Dataset)
Phase-1

The first step is to standardize the data. Because the values in certain columns are high.
Normalization procedures are employed to balance the values in the data. The advantage of
utilizing normalization procedures is that they equalize all the column values. For this reason, the
z-score is used.

Phase-2

In the second phase normalized dataset is used for feature reduction as it consists of eighty-one
features that require more computational power and resources for utilization. For feature reduction,
a technique like PCA is used. The threshold is set at 0.60. Values higher than this threshold are
selected. Eighty feature sets are reduced to fifty-three feature sets.

Phase-3

The following stage is to apply a classification algorithm to the phase 2 data, which contains
fourteen features. SVM, RF, and DT are the classification algorithms employed.

Figure 5 depicts a flow diagram. The CSE-CIC-IDS2018 dataset is utilized as the system input.
Normalization processes are used to make the data more consistent. The dataset features are then
reduced using feature reduction techniques. Following feature reduction methods, classification
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algorithms are used to differentiate between legitimate and malicious traffic.

-

@ -

CSE-CIC-ID52018 Dataset

Y

Feature Reduction

| Normalization of Data |

!
J

-

Figure 5. Flow Diagram
6. Results

Several performance evaluation criteria, including Recall, Accuracy, and Precision, are used for
experimentation. Accuracy measures a model's overall performance. Relying primarily on accuracy
is not an original concept. Precision determines the classifier's expected positive results among all
positive discoveries. Sensitivity is sometimes referred to as Recall. Precision and Recall are better
employed together than separately because they are ineffective performance measures when used
alone. The confusion matrix for the NSL. KDD dataset is depicted in Figure 6. This matrix shows
both the expected and actual values. The model's anticipated true values compared to predicted

false values.
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Figure 6. Confusion Matrix (NSL-KDD Dataset)

Using the NSL-KDD dataset, the proposed algorithm achieves 95% accuracy, which outperforms
earlier methods. Random forest yields 96% accuracy, 94% precision, and 94% recall. SVM
delivers 94% accuracy, 92% precision, and 92% recall rates. The decision tree achieves 92%
accuracy, 92% precision, and 91% recall.

The experiment employs cross-validation with a value of k=10. The training and testing datasets
have an 80:20 ratio. Using the CSE-CIC-IDS2018 dataset, the proposed methodology surpasses
earlier methods, with an accuracy of 98%. Using random forest, we get 98% accuracy, 97%
precision, and 96% recall. SVM vyields 94% accuracy, 95% precision, and 95% recall, respectively.
The decision tree has 93% accuracy, 94% precision, and 94% recall, respectively. The
implementation language is Python. Anaconda is used to create an integrated development
environment. The implementation testbed is powered by a Core-I-7 CPU with 16 GB of RAM.
Figures 7 and 8 compare the results with the datasets NSL-KDD and CSE-CIC-IDS2018.

97%

96% Accur
95% recision
94% Accuracy’
zi:ﬁ’ Recall
(]
91% Precision
90% Recall
89%
88%
1 3

2
=——=RF e=—SVM DT

Figure 7. Results (NSL-KDD Dataset)
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Figure 8. Results (CSE-CIC-IDS2018 Dataset)

7. Conclusion and Future Work

The rate of cybercrime is rapidly increasing, posing a significant disadvantage to technology. There
are many attacks and methods by which attackers can breach systems. To secure systems from such
attackers, researchers created several solutions based on machine learning algorithms, which are
crucial for detecting and safeguarding assets from a variety of threats. Using ML methodologies,
this paper proposed a strategy for more precisely detecting attacks in IDS. The suggested approach
employs two of the most extensively used datasets for experimentation. This methodology has an
overall accuracy of 96% for the NSL-KDD and 98% for the CSE-CIC-IDS2018 dataset. The
suggested system identifies network attacks with greater accuracy and precision than previous
methods. Deep learning techniques will be utilized in the future to improve categorization

accuracy.
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